
ARMAAN SIDHU  
TORONTO, ONTARIO, CANADA • +1 (263) 881-6038 • justarmaansidhu@gmail.com • realarmaansidhu.com 

linkedin.com/in/realarmaansidhu • github.com/realarmaansidhu • tryhackme.com/r/p/armaansidhu  

  

SKILLS  

 

Security Governance | Threat Intelligence & Incident Response | Gen AI Security | KRIs | Emerging Technology Risk  

Technical Proficiency: Vulnerability Management | Security Investigations | Governance | Risk Reporting  

Tools: MCP | Langchain | Langgraph | Splunk | MS Excel (Advanced) | Jira | Confluence | Cloud Security Tools  

Languages & Databases: Python | SQL | Bash | JavaScript | SQL OS: Windows | macOS | Linux  

Soft Skills: Bilingual (English & French) | Stakeholder Management | Strong Communication | Adaptability  

EDUCATION  

 

Concordia University, Montreal, Quebec, Canada (Co-Op Student)  

 ●  Master of Engineering- Information System Security (INSE) | GPA: 3.91/4.30  

Sep 2024 – Present  

Manipal University Jaipur, Jaipur, Rajasthan, India  

 ●  Bachelor of Technology- Computer Science & Engineering | CGPA: 8.68/10  

Aug 2020 – Jun 2024  

 

INTERNSHIP EXPERIENCE  

 

American Express, Toronto 

Intern I (Summer Internship)  

● Studied currently existing Identity and Access Management workflows and 

produced documentations on them for use throughout the enterprise. 

● Analyzed Policy Engines and built agentic workflows integrated with Policy 

Engines for stable and deterministic Agentic AI actions. 

May 2026 – Present  

TMX Group, Toronto  

Jr. Security Operations Analyst Intern (Fall Co-op)  

Sep 2025 – Dec 2025  

● Designed and executed context-aware social engineering campaigns (Whaling, Credential 

Harvesting) to assess and improve the human defense layer against sophisticated financial sector 

threats.  

● Analyzed Key Risk Indicators (KRIs) to identify vulnerability patterns among C-Suite and critical 

staff, implementing targeted educational strategies that decreased credential compromise rates. 

American Express, Toronto  May 2025 – Aug 2025  

Information Security Analyst Intern – AI & PQC (Summer Internship)  

● Implemented cybersecurity initiatives across domains including threat intelligence, and generative 

artificial intelligence.  

● Spearheaded research and development efforts GenAI security enablement.  

  

PUBLICATIONS  

 

AI-Driven Threat Intelligence: Leveraging Machine Learning to Empower Cybersecurity Applications for 

Enhanced Threat Detection and Response (Link)  

● The paper was presented in World Conference for Computing and IT (WCCIT) 2023, in Berlin, Germany  

Mitigating Advanced Persistent Threats (APTs) in Cybersecurity Through the Implementation of Distributed 

Ledger Technology: A Detailed Study and Practical Approach to Enhancing Intrusion Resilience (Link)  

● Proposed an implementation of DLT in mitigating APTs to counter APTs in various contexts.  
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